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Introduction
   The IT Strategy Headquarters, which was 
established by the government, published a program 
document titled “e-Japan Strategy.” The roadmap aims 
to “create a knowledge-emergent society that fosters 
diverse creativity through the exchange of knowledge 
among citizens” and specifically envisions an ideal 
society where “information on public administration 
will be readily available at home or work, and all will 
be able to receive one-stop administrative services 
for address changes in the family register, filing and 
paying taxes and other such services.”
   The e-Japan Strategy specifies three priority policy 
areas – “establishment of an ultra high-speed network 
infrastructure and competition policies,” “facilitation 
of electronic commerce,” and “realization of an 
electronic government.” With regard to the basic 
idea of “realization of an electronic government,” the 
strategy states as follows.[1]
  An elect ronic government is a means to 
comprehensively reform public administration. 
Under an electronic government, administrative 
transactions among government offices or 
between governments and citizens/businesses 
that have been conducted on a document and/or 
meeting basis will be made available online, and 
information will be shared and utilized instantly 
across various central and local government offices 
through information networks. This, however, 
does not mean just putting the existing public 
administrative services online. Rather, it requires 
carefully planned investment from medium- and 
long-term viewpoints and involves essential reform 
of administrative works, streamlining of redundant 
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works and projects undertaken by different 
ministries and agencies, and revisions of relevant 
systems and laws. Namely, it is necessary to make 
public administration simpler and more efficient, 
and lessen the burdens on citizens and businesses.
 Such an electronic government will enable 
everyone to utilize all services provided by 
central and local governments without constraints 
of time and location, realize more comfortable 
and convenient life for everyone, and revitalize 
business activities. Namely, substantially all the 
administrative procedures will be accepted for 24 
hours via the Internet, contributing to the dramatic 
improvement in convenience of the people and 
businesses.
 Thus, an electronic government will form a social 
infrastructure on which the Japanese society as a 
whole can enjoy the benefits brought about by IT.
   Since then, the establishment of an electronic 
government system has been continuing for nine 
years. As a result, now almost all types of applications 
to the government can be made electronically.
   As the basic idea above suggests, there are two 
factors in an electronic government – one is making 
administrative transactions among government offices 
online and the other is making transactions between 
governments and citizens online. And in the latter, 
there are two aspects – one is application service, 
which moves from citizens to administration, and the 
other is information disclosure, which moves from 
administration to citizens. Moreover, since the basic 
idea calls for information to be shared and utilized by 
central and local government offices in an integrated 
fashion, we also have to take local e-governments 
into consideration. Since the scope of area is so vast 
and complicated, we would like to focus on citizens’ 
Current Status of E-Government in Japan and its 
Future Direction
— Electronic Application Services —
Hajime YAMADA
Affiliated Fellow
Q U A R T E R L Y  R E V I E W  N o . 3 6  / J u l y  2 0 1 0
65
Table 1 : E-Government Readiness Ranking in 2010
Source: Relevant website of the United Nations[2]
electronic applications to governments.
Evaluation of the Current Status
2-1 International Comparison by the United 
Nations
   How is Japan’s e-gover nment evaluated 
internationally? The United Nations has an 
information source called the “UN E-Government 
Development Knowledge Database.”[2] The UN 
surveys member countries’ e-government readiness 
index and publishes their comparative rankings on its 
website on a regular basis. Their rankings in 2004, 
2005 and 2008 are available in book form and the 
2010 edition of rankings is available in electronic 
form.
   Figure 1 shows the top 10 countries listed in the 
2010 edition. Most of them are European countries, 
but South Korea ranked at the top of the list.
  According to the results of the 2010 survey, Japan 
ranked 17th in the readiness index at 0.7152, down 
from 11th in the 2008 survey, falling below those 
of Australia, Singapore, Bahrain, New Zealand, 
Germany and Belgium in two years.
   The readiness index can be divided into several 
factors.[3] However, a comparison of the index between 
first-ranked South Korea and Japan shows that Japan 
was assessed lower than South Korea in all factors, 
with its e-government development index standing 
at 0.715 vs. South Korea’s 0.879, online service index 
at 0.673 vs. South Korea’s 1.000, telecommunication 
infrastructure index at 0.524 vs. South Korea’s 0.639, 
human capital index at 0.950 vs. South Korea’s 0.993, 
and e-participation index at 0.757 vs. South Korea’s 
1.000.
   As the survey results show, Japan is not regarded as 
an advanced country in terms of e-government.
2-2 Evaluation by E-Government Evaluation 
Committee of the IT Strategy Headquarters
   In Japan, the e-Government Evaluation Committee 
was established under the IT Strategy Headquarters 
in 2006. The purpose of the committee is to conduct 
strict examination and evaluation of various measures 
related to e-government from various aspects, 
including cost-effectiveness. Since its establishment 
in 2006, the committee has published its evaluation 
results every year.[4]
   The original data that are included in the report, such 
as the utilization ratio, are published by the Ministry 
of Internal Affairs and Communications every year. 
According to a press release issued in August 2009, 
 There are 14,327 kinds of procedures that are 
subject to digitization, and 13,129 (92%) of them 
can now be applied for or registered online.
 A total of 469.61 million procedures have been 
digitized. Of them, online was used in 159.98 
million (34.1%) cases, up 12.2 percentage points 
from fiscal 2007.
 The ratio of online utilization for the 71 priority 
procedures (covering 76.5% of total application/
reporting cases) that were selected in the “Action 
Plan for Expanding Online Use” was 50.6%. [5]
   The ministry said in the report that the utilization 
rate increased thanks to ministries’ efforts such as 
“simplification of presetting work for electronic 
certification of public personal identification,” 
“improvement of user-friendliness of electronic 
application system,” and “enhancement of economic 
incentives, such as reduction in fee in the case of 
Rank order Country Readiness Index
1 South Korea 0.8785
2 U.S. 0.8510
3 Canada 0.8448
4 U.K. 0.8147
5 Netherlands 0.8097
6 Norway 0.8020
7 Denmark 0.7872
8 Australia 0.7863
9 Spain 0.7516
10 France 0.7510
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online use.”
   The evaluat ion commit tee made several 
improvement proposals, including “1 study on 
strengthening the control tower function to promote 
e-government in a comprehensive manner and 
establishing government CIO,” “2 development 
of evaluation system,” “3 improvement of cost-
effectiveness by revising business processes and 
integrating systems among administrative agencies in 
order to establish a highly convenient e-government 
for users, instead of shutting down systems simply 
because of their lower utilization rates.”
   According to opinions solicited by the Cabinet 
Secretariat from the public on electronic applications, 
many people raised fundamental questions, in 
addition to complaining about individual applications. 
Among them are that ministries and agencies (public 
servants) should “do some rethinking themselves” 
before soliciting public opinions, “eliminate vertically 
divided administrative functions,” “strive for early 
realization of the standardization of businesses 
among ministries and agencies,” and “promote the 
e-government concept under the strong leadership of 
the IT minister”.[6]
2-3 Results of Usability Test
   In connection with the development of e-government 
usability guidelines, which will be described later, 
usability testing of the existing systems in Japan 
was conducted in 2008 through 2009.[7] In electronic 
applications for bonus payment registrations, the 
time required for social insurance labor consultants, 
who used online for the first time, to complete the 
procedure was 6.2 times longer than that required for 
their counterparts who are familiar with online usage. 
In a similar fashion, the time required for novice 
online users to complete electronic applications for 
the registration of acquired qualification was 4.8 times 
longer than that required for those familiar with online 
usage.
   The comparison of the time required by a novice 
user and the time required by an expert user is 
called the novice-expert ratio. It can be said that 
the smaller the ratio is, the more superior and user-
friendly the user interface is. In the case of operating 
an automobile, a novice-expert ratio of less than 2 is 
targeted.
   The fact that the novice-expert ratio of the time 
required to complete electronic application was over 
4, despite the fact that novice social insurance labor 
consultants are familiar with paper applications, 
clearly suggests that electronic applications are 
difficult to use.
   An analysis of the cause of the difficulty has 
revealed the following problems: “File names are 
named simply for the convenience of the system 
and therefore they are difficult to understand for 
applicants.” “Some of the terms used in electronic 
applications have different meanings from those used 
by certified social insurance labor consultants.” “The 
explanations of procedures are inadequate and difficult 
to understand.” “Since the formats of documents are 
displayed on the screen as they are, the letters are 
small and difficult to read.”
   The novice-expert ratio of tax accountants who used 
electronic applications for the first time to file housing 
loan tax credits was 5.7. The novice-expert ratio of 
judicial scriveners who used electronic applications 
for the first time to apply for certificates of real-estate 
registration was 4.3. All these figures suggest that the 
current electronic application system is very difficult 
to use even for “professionals in application,” such as 
social insurance labor consultants, tax accountants 
and judicial scriveners.
2-4 Screening of Business Operations by the 
Government Revitalization Unit
   Some of the measures related to e-government were 
taken up for possible screening at a meeting of the 
Government Revitalization Unit in November 2009. 
At the meeting, members raised questions about 
the electronic application system of the Ministry of 
Finance, saying that the ministry should strive to probe 
the cause of the low system usage rate. The members 
eventually concluded that the system should be 
abolished. In the course of the deliberation, members 
expressed various opinions, such as “the government 
as a whole should review the e-Japan program and 
examine what went wrong,” “the government as a 
whole should review electronic applications from 
scratch,” and “the government should carefully study 
the cost-benefit of e-Japan and learn lessons from the 
failure.[8]
Q U A R T E R L Y  R E V I E W  N o . 3 6  / J u l y  2 0 1 0
67
Reasons for Making Shif t to 
E-Government Difficult
   What is the main cause that makes a shift to 
e-government, and in particular to electronic 
application services, difficult in Japan?
   It is because the procedures for electronic application 
are not attractive compared with those for already-
established paper-based application. Portable music 
players and mobile phones have penetrated markets 
rapidly because they have attractiveness that was not 
available in previous equipment and services. The 
problem with electronic application is that it does not 
provide attractive services.
   If electronic application is difficult to use even for 
professionals in application, as was described in “2-3 
Results of Usability Test,” it is hard to think that 
the general public would use electronic application. 
Some electronic applications require users to send 
accompanying documents by mail. This is out of the 
question. By contrast, efforts by ministries, such as 
simplifying presetting work and giving economic 
incentives that were mentioned in the previously 
described ministry’s press release, are good attempts 
on the part of the administration to increase the 
attractiveness of electronic applications to users.
   In order to increase attractiveness, it is particularly 
important to enhance the user-friendliness of 
systems. First of all, in order to make professionals 
and corporations who have been making paper-
based applications on a daily basis shift to electronic 
application, it is necessary to provide them with a 
system in which they make use of their accumulated 
knowledge. In the area where a business system is 
in widespread use, electronic applications should 
be coordinated with the business system. On the 
other hand, since it is difficult for individual users 
to accumulate experience in every procedure, each 
procedure should be made easy to understand by 
standardizing operation procedures, screen transitions 
and screen layouts. In other words, it is required to 
design a system that will enhance the operational 
efficiency of professionals and that is easy for 
individuals to understand whenever and whatever 
electronic applications they may have to make.
   As to the improvement of user-friendliness, 
measures that are currently being implemented 
will be explained in detail in “4. Establishment of 
E-Government Guidelines.” Furthermore, in order 
to realize “an electronic-primary, paper-secondary 
government,” it is necessary to review the role of the 
government. This point will be discussed in detail in 
“5. Drastic Improvement of E-Government.”
  We cannot stop the move toward an information 
society and most of the countries in the world will shift 
to e-government in the end. If we stop the movement 
halfway, we may have to keep paying tax for both a 
paper-based government and an e-government. It is 
necessary to improve Japan’s e-government concept 
as soon as possible.
Establishment of E-Government 
Guidelines
4-1 Usability Guidelines
   In September 2008, the government decided 
on the “Action Plan for Expanding Online Use” 
and, based on the plan, established a task force to 
formulate e-government guidelines under the IT 
Strategic Headquarters. It also established a security 
subcommittee and a usability subcommittee under 
the task force. The usability subcommittee prepared 
a draft plan in six months starting in October 2008 
and, after soliciting public comments, the plan was 
adopted as “e-government usability guidelines” at a 
liaison conference of chief information officers (CIOs) 
of government ministries and agencies held in July 
2009.[10]
   Usability is a human engineering concept meaning 
“ease of use.” Under the Japanese Industrial Standards 
Z8521, usability is defined as the “extent to which 
a product can be used by specified users to achieve 
specified goals with effectiveness, efficiency and 
satisfaction in a specified context of use.” Effectiveness 
is defined as the “accuracy and completeness with 
which users achieve specified goals.” Efficiency is 
defined as the “resources expended in relation to the 
accuracy and completeness with which users achieve 
goals.” And, satisfaction is defined as “freedom from 
discomfort, and positive attitudes towards the use of 
the product.”
   The main purpose of the above guidelines is to 
change the e-government which has so far not been 
designed to provide services satisfactory to the users 
into a pro-customer e-government by focusing on 
usability. The July 2009 edition of usability guidelines 
defines the whole process of electronic application 
4
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systems from planning to operation and evaluation of 
the systems.[11]
   Figure 2 explains the four phases of usability 
enhancement process. “1 Setting basic policy and goal 
of usability enhancement” calls for setting goals for 
effectiveness, efficiency, and the degree of satisfaction 
of electronic application system. “2 Understanding 
and studying user characteristics and business” calls 
for understanding who the users are and what the 
purpose of business is. Figure 2 shows that if one 
goes on to “3 Studying technology to realize usability 
enhancement” based on 1 and 2, an enhanced usability 
system will be realized and the users will begin to use 
the electronic application system in a positive manner.
   The usability guidelines show the approaches that 
should be taken by ministries and agencies with regard 
to these phases. Specifically, the guidelines stipulate 
steps that should be taken with regard to usability 
at each stage of planning, designing, development, 
operation and evaluation of an electronic application 
system.
   At the planning stage, which corresponds to 1 and 
2 phases in Figure 2, it is necessary to clarify users’ 
demands through questionnaire surveys, interviews 
and usability tests and conduct business process 
reengineering (BPR) and technology review before 
developing and publishing a usability enhancement 
plan. As described earlier, usability tests are designed 
to confirm the ease-of-use of a system by having the 
system actually used. The system is improved based 
on test results, or, in other words, based on actual 
operation and feedback. In the process of the planning 
stage based on the guidelines, it is important to take 
a positive stance and go ahead without rejecting BPR 
for the enhancement of usability. We would like to 
explain BPR later.
   Usability requirements are determined at the end of 
the planning stage, and the process moves on to the 
designing and development stage, which corresponds 
to phases 3 and 4 in Figure 2. Contractors design 
and develop systems meeting usability requirements. 
However, the guidelines require ministries and 
agencies to confirm and supervise, in each process of 
determining requirement definitions, confirming of 
designs, and integrative, linkage and acceptance tests, 
if the systems are being developed in line with the 
usability requirements set in the specifications. And as 
concrete measures, usability tests are to be conducted 
repeatedly in each process.
  At the operation stage, user support systems, such as 
a help desk, are to be established and user education is 
to be provided. The guidelines also call for collecting 
data contributing to the enhancement of usability. The 
collection of data also applies to phase 2 in Figure 2. 
Finally, at the evaluation stage, implementation status 
and achievement status are evaluated on a regular 
basis, and the usability enhancement plan will be 
revised or a new usability enhancement plan will be 
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Figure 1 : Four Phases of Usability Enhancement Process and its Structure
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worked out as need arises. This relates to phase 1 in 
Figure 2. After the evaluation, the process moves on 
to the planning phase of the next system. In this way, 
the usability will be constantly enhanced.
   The “4 Study of user interface” in Figure 2 defines 
common design guides, or minimum items that 
ministries and agencies should take into account in 
designing. User interfaces for individual systems are 
to be considered based on the common design guides 
and by taking into account the characteristics of each 
procedure.
   Enhancing usability is beneficial to both users and 
providers (ministries and agencies). For users, the time 
required for electronic application can be reduced, if 
the system is easy to operate. And if e-government 
obviates the need to go to a public office, the users 
can save transportation costs. Stated differently, the 
resources devoted to achieve the objective of applying, 
that is to say, time and money, can be saved. If the 
degree of user satisfaction increases as a result, the 
utilization rate of electronic application is expected to 
rise gradually.
   If providers (ministries and agencies) strive to 
understand users’ needs correctly in line with the 
guidelines, they can systematically revamp their 
systems, resulting in trimming the revamping costs. 
The burden of responding to inquiries from users can 
be reduced and the errors that may occur in data entry 
or transcription work when processing paper-based 
applications will be eliminated. If administrative 
institutions take an approach based on users’ 
viewpoint, it may lead to creating new user-oriented 
services.
  In order to provide an electronic application system, 
it requires costs for constructing and operating the 
system. If measures have to be taken to respond to 
users’ opinions at the stage of planning a system, the 
initial structuring cost of the system may increase. 
However, since such measures reduce queries and 
complaints from users, the operating cost in later 
years can be reduced. Providers can feel the practical 
benefits mentioned above only when they assess the 
cost by putting structuring and operating expenses 
together.
   There are many measures in place to prevent the 
administration from ignoring usability guidelines. 
Publishing usability enhancement programs is one of 
them. The government has introduced a system, under 
which ministries and agencies announce the purposes 
of their usability enhancement programs beforehand 
and evaluate the achievement of the purposes and 
announce evaluation results later.
4-2  Security Guidelines
   If usability guidelines are followed, does the 
usability of electronic application services improve 
substantially? The fact is that there still remains a 
challenge.
   It is a challenge concerning security. From users’ 
perspective, the security procedure to identify users 
and the procedure to make an electronic application 
are inextricable parts of the system. Therefore, 
extremely cumbersome security procedures 
discourage users from utilizing electronic application 
systems.
   According to a report by the security subcommittee, 
the utilization rate of 20 electronic application 
procedures that can be accessed with only an ID 
and password is 66%, while the utilization rate of 23 
procedures requiring only an electronic signature is 
13% and that of 22 procedures which, after starting the 
system with ID and password, require an electronic 
signature depending on application conditions is 
35%.[12] The report shows that the utilization rate of 
procedures requiring an electronic signature, which is 
more cumbersome than ID and password, is low.
   The electronic application procedures requiring 
cumbersome electronic signature are in place because 
the Japanese electronic application system is based on 
the provision of estimated effectiveness[13] in Article 3 
of the Act on Electronic Signatures and Certification 
Business. The provision follows the spirit of Article 
228, paragraph 4 of the Civil Procedure Code and it 
ensures the authenticity of an electronic document if it 
is accompanied by an electronic signature.
   Almost all services provided by private entities, 
such as online shopping, do not require an electronic 
signature. Instead, “Confirmation of Order” is 
displayed on the screen and, if you accept it, the record 
will be kept (the log will be preserved). If a dispute 
arises, it will be settled in court. It is a global common 
system. Needless to say, its security procedure is 
simpler and more user-friendly.
   In electronic application, priority is given to 
administration’s convenience of not having to fight 
lawsuits. For the people, however, it is cumbersome 
to attach an electronic signature to their electronic 
applications. In order to do so, people have to acquire 
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a basic resident registration card, ask for the issuance 
of an electronic certificate, save the certificate to the 
resident registration card, hook up an IC reader/writer 
with a personal computer, hook up to the Internet, 
and then and only then can they start electronic 
application. This time-consuming procedure is a 
major obstacle to the spread of electronic application.
   The security subcommittee has compiled the 
“Guideline for Risk Assessment in Online Procedures 
and for Electronic Signature and Certificate (draft)”.[14] 
Its contents are as follows:
(1) Threat concerning online procedures and method 
to derive “risk exposure”
(2) Method to derive a “guarantee level” of the 
authentication method required for online 
procedures, based on the risk exposure derived in 
the above method.
(3) “Countermeasure standards” required for each 
guarantee level of authentication methods derived 
in the above method.
   If this guideline is used, it will make it possible to 
examine a reasonable authentication method based 
on the risk exposure to threats in online procedures 
and, as a result, is expected to lead to the utilization 
of a simpler authentication method than an electronic 
signature as a measure to ensure security.
   The guideline is expected to be formally decided 
after soliciting public comments.
Drast ic Improvement of  
E-Government
5-1  Drastic review of system
   As explained in “3. Reasons for Making Shift 
to E-Government Difficult,” it is difficult to shift 
to e-government, unless its system has strong 
attractiveness.
   If paper-based applications are simply digitized, it 
would not enhance the attractiveness of electronic 
applications, as it entails extra burden on users, such 
as purchase of new equipment and having to learn 
electronic procedures. What is required is to carry 
out drastic review of systems (laws, regulations, 
organization, practice, and perceived notions, etc.) and 
substantially simplify procedures on the occasion of 
the shift to digitization (BPR).
In Europe, e-government has been promoted as part 
of “Innovation in the Public Sector.” E-government is 
predicated on system reforms.
   A pioneering discussion paper written by G. 
Mulgan, et al. and published by the British Cabinet 
Office states as follows.[15]
 Whilst incremental innovations can have some 
success without the need for policy or legislative 
modifications, systemic changes are often required 
in order to create higher levels of successful 
innovation. This may mean radically reducing the 
number of targets and planning and monitoring 
requirements as this would create freedom for 
creative thinking and an examination of other 
possibilities. For example, aligning funding 
streams with improvements in performance and 
outcome would act as a stronger incentive.
   Competent authorities establish enforcement orders 
and regulations under law and they also establish 
application forms. They stick to using the same forms 
even in electronic application, resulting in causing 
a problem of “Since the formats of documents are 
displayed on the screen as they are, the letters are 
small and difficult to read.” Revising the application 
forms may be an incremental reform. However, G. 
Mulgan, et al. are of the opinion that it would be better 
to revise the laws, enforcement orders and regulations 
based on the premise of electronic application.
In the introductory chapter of a book they jointly 
edited, F. Contini and G. Lanzara stated as follows.[16]
 The construction of a new electronic channel 
for the delivery of public services requires the 
establishment of a composite architecture, not 
only technological but also – perhaps mainly 
– institutional. But bureaucratic procedures 
and institutional frameworks exhibit pervasive 
institutional inertia, which renders transformation 
difficult.
   In the discussion paper, G. Mulgan also states as 
follows:
  In the public sector it is unlikely that organizations 
will expire if they do not develop new ideas. In 
the absence of the profit motive it is essential 
to provide other incentives for individuals and 
organizations, such as greater recognition of 
5
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Source: South Korean six major Web laws[17]
Figure 2 : Institutional Reform Required by South Korean Basic Law for E-Government
success amongst one’s peers.
   In other words, incremental reform is not enough to 
enhance the appeal of e-government.
   South Korea, which topped the list of e-government 
readiness ranking compiled by the United 
Nations, enacted “the Electronic Promotion Act on 
Administration Processes for the Establishment of 
an e-Government” (hereinafter referred to as “the 
basic law for e-government”) in 2001. Article 8 
(Principle of Electronic Processing) of the basic law 
for e-government stipulates that “main administrative 
operations shall be digitized and the operations 
allowing electronic processing shall be processed 
electronically, except when there is a special reason.” 
And, as Figure 3 shows, Article 4 of the basic law 
for e-government requires ministries and agencies to 
promote institutional reforms.
   In addition to the above examples, in Denmark, people 
and companies have the right to reject receiving paper-
based documents from administrative agencies. And in 
Austria, there is a system that prohibits administrative 
agencies from rejecting receipt of electronic documents 
from people and companies.[18] All these examples 
demonstrate the strong will of the countries to form “an 
electronic-primary, paper-secondary government.”
   Japan should also make a great transformation from 
“paper-primary, electronic-secondary government” to 
“electronic-primary, paper-secondary government.” 
To that end, Japan should promote institutional reform. 
In 2008, the Japan Business Federation issued a policy 
proposal titled “Establishment of a System to Promote 
the Realization of an Effective E-Government and 
Legal Framework,” in which the powerful business 
body announced the “Electronic administration/
business reorganization promotion act (model act).” It 
may serve as a useful reference.[19]
5-2 Promotion of One-Stop Administrative 
Services and Strengthening Data-Linkage
   When a person makes an application for 
administrative services, it often happens that 
the application has to be filed to more than one 
government office. Under the current system, the 
person has to apply to each respective government 
office by himself. For instance, when a government 
office requires a certificate issued by another 
government office, the person has to first apply for 
the certificate before making an application to the 
original government office. However, if an electronic 
application system is in place, one government office 
should be able to collectively accept all relevant 
Article 4 (Responsibility of Administrative Agencies)
① Administrative agencies shall administer this law and improve related systems so as to 
enhance the quality of the lives of the people in the knowledge and information age by 
promoting the realization of an e-government.
② Administrative agencies shall, in connection with realizing and managing their e-government, 
carry out the following operations:
1.  Coordination of businesses to realize administrative reform and e-government
2.  Innovation of process for handling businesses to be digitalized
3. Carrying out operations and providing administrative services through information and 
telecommunications network
4. Enhancement and evaluat ion of of f ic ials’  abi l i ty to ut i l ize information and 
telecommunications technology
5. Confirmation and prompt improvement of people’s dissatisfaction with matters related to 
the operation of e-government
③ An administrative agency shall respond positively when other administrative agencies call 
for cooperation with regard to the realization and management of e-government, such as 
linkage of information and telecommunications networks and shared use of administrative 
information.
④ Administrative agencies, in formulating and executing policies under their jurisdiction, shall 
give priority consideration to the items listed in paragraph 2.
72
S C I E N C E  &  T E C H N O L O G Y  T R E N D S
applications and transfer necessary application data 
to other government offices. This is called one-stop 
service.
   Article 10 (Principle of Administrative Agency’s 
Confirmation) of the South Korean basic law for 
e-government stipulates that “administrative agencies 
shall not demand applicants to submit the items that 
can be electronically confirmed, except when there 
is a special reason.” If such a law is available, when 
an application to one government office requires 
a certificate issued by another government office, 
the government offices concerned have to provide 
relevant information among themselves. However, if 
government offices begin to utilize private as well as 
public data in coordination with each other, it will lead 
to a fundamental overhaul of the system.
   When a person goes through application procedures 
at more than one government off ice, if each 
government office issues a different ID number to 
the applicant, it is difficult to enjoy one-stop service. 
In order to address this problem, some countries 
give every citizen a personal ID number. As is well 
known, social security numbers are in effect used as 
national identification numbers in the United States. In 
Estonia, people are assigned at birth with an 11-digit 
number consisting of gender, date of birth digits, three 
random digits and one checksum digit. Since personal 
data are recorded in connection with national 
ID numbers, personal information can be shared 
between services.[20]
   However, once a national ID number is leaked, 
the personal information of the card holder may be 
gathered by all services. Therefore, a method called 
“sectoral model” has been devised, in which sub-
identification numbers based on national ID numbers 
are generated for each service. This method still 
requires strict management of national ID numbers. 
However, any leakage of information can be limited 
to hacked services.[21] This sectoral mode has already 
been used in Austria.[22]
   In Estonia, people can view their data held by 
administrative agencies and check who has looked 
at their personal data and when. When suspicious 
access records are detected, the people can file a 
complaint with the administrative agency concerned. 
Austria, where a sectoral model is in use, is reportedly 
planning to establish an electronic medical record 
system, under which patients can access their portal 
sites to see their medical data and confirm who has 
accessed their portal sites.[23] These advantages are 
made available thanks to the adoption of a system for 
identifying individuals by ID number and increasing 
data linkage.
  In Japan, a study group, which was set up within 
the Cabinet Office in March 2009, proposed the 
establishment of electronic private mail boxes24]. The 
study group explains services to be made available as 
a result of the establishment of electronic private mail 
boxes as follows.
  The electronic private mail box (tentative) scheme 
is designed to realize a system to enable people to 
obtain, browse, manage and utilize information 
held by various service providers (central 
government, local governments, insurers, medical 
institutions, etc.) with ease. Under the system, 
users can choose an electronic private mail box 
from among several electronic private mail box 
portals on their own free will. By accessing the 
electronic private mail box portals that are set up 
for each user, the user can obtain and view their 
personal information held by more than one public 
and private institution in an integrated fashion. 
Since information thus obtained can be kept for 
a long time, the usability of the information will 
increase.
   This scheme also stresses the advantage of an 
electronic private mail box that allows users to gather 
their information in a cross-sectional manner. For this 
reason as well, it is essential to introduce a national 
ID number system. In the past, a proposal to establish 
a resident registry network system invited strong 
opposition, with some charging that the system “is 
tantamount to a computerized personal data system 
and violates the privacy of the people.” However, in 
the digital age, it is inevitable to use ID numbers to 
identify individuals. As long as people keep opposing 
the adoption of a national ID system, efficient 
administrative procedures will never be realized. It 
is indispensable to enhance data linkage by trying 
various measures, including the sectoral model.
5-3 Balancing Information Protection and 
Utilization
   In Japan, people have been repeatedly engaged in 
contradictory arguments with regard to information 
protection. It is necessary to consider protection and 
Q U A R T E R L Y  R E V I E W  N o . 3 6  / J u l y  2 0 1 0
73
Source: NTT Communications Corp., etc.[21]
Figure 4 : Sectoral Model That Uses Different IDs for Services
utilization of information calmly.
   The benefit that information protection and 
utilization gives to the society, or “gross social profit,” 
can be calculated by the following equation.
   (Gross social profit) = (Profit from information 
utilization) – (Expense for information protection) – 
(Expected value of damage caused by information 
leakage)
   (Expected value of damage caused by information 
leakage) = (Damage caused by information leakage) x 
(Probability of information leakage)
   “Profit from information utilization” is social profit, 
that is to say, increased economic activity brought 
about by collecting and combining various kinds of 
information. “Expense for information protection” 
literally means expenses to prevent unintended 
leakage of information. Unintended leakage of 
information causes social damage. In this report, 
damage caused by information leakage is expressed 
as “Damage caused by information leakage.” Since, 
stochastically speaking, information leakage would 
occur, “damage caused by information leakage” 
multiplied by “probability of information leakage” is 
the “expected value of damage caused by information 
leakage.”
   Figure 5 shows diagrammatically how gross social 
profit changes depending on the level of information 
protection. If information is not protected at all, it 
may cause huge monetary damage due to information 
leakage and/or information concerning personal 
subtleties may be abused. In the area where the 
“expected value of damage caused by information 
leakage” is large, “gross social profit” goes negative. 
If the level of information protection is increased 
little by little, the “expected value of damage caused 
by information leakage” begins to decrease, while 
“gross social profit” turns positive at Point A and hits 
a peak at Point B. Thereafter, “profit from information 
utilization” continues to decrease while “expense for 
information protection” increases gradually, causing 
“gross social profit” to decreases gradually and goes 
down from positive to negative territory. If one strives 
for perfect protection of information, it will only result 
in increasing the “expense for information protection,” 
causing a social loss.
   The Figure shows that if all information is either 
protected in a blind way or protected completely, it 
makes the electronic application system not only costly 
but also hard to use. The bottom line is balancing the 
cost paid and the profit gained. Unfortunately, the 
current system leaned too much toward information 
protection.
   It is socially appropriate to curb the level of 
information protection at around Point B. If a sectoral 
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人のデータはこの国民 ID番号に関
連付けられて記録されるため、サー
ビス間で個人情報を共有できる20）。
　しかし、ひとたび国民 ID番号が
漏れると、あらゆるサービスから
個人の情報が集められてしまう。
そこで、国民 ID番号を元にサービ
スごとに異なるサブIDを発生させ
るという、図表 4に示すような「セ
クトラルモデル」という手法が考案
された。この手法でも国民 ID番号
の管理は厳重に行う必要があるが、
情報漏えいはハッキングされた
サービスに限定される可能性が高
い 21）。オーストリアなどでは、す
でにこのセクトラルモデルが用い
られている 22）。
　国民 ID番号をそのまま利用する
エストニアでは、各行政機関が保
有する自分のデータを閲覧でき、
自分の個人データをいつ誰が参照
したかのアクセス記録を確認でき
るようになっている。また不審な
アクセス記録があった場合には、
当該機関に苦情申し立てできると
いう。セクトラルモデルを用いる、
オーストリアにおける電子医療記
録システムの場合も、患者ポータ
ルにアクセスして自分の医療デー
タを閲覧したり、自分の医療デー
タに誰がアクセスしたか確認がで
きたりする計画があるという 23）。
これらは IDで個人を識別し、また
データ連携を深めたことによって
得られたメリットである。
　我が国では、2009 年 3月に内閣
官房に設置された検討会が電子私
書箱の実現を提言している 24）。こ
の検討会は電子私書箱を用いた
サービスについて次のように説明
している。
　◦電子私書箱（仮称）構想は、様々
なサービス提供者（国、地方自
治体、保険者、医療機関等）で
ある情報保有機関が保有する
国民の情報を、安心かつ容易
に、本人が入手・閲覧・管理・
活用できる仕組みを実現する
ことを目標としている。利用
者は、自らの意思で複数ある
電子私書箱（仮称）ポータルか
ら自分の利用したい電子私書
箱（仮称）サービスを選び、ウェ
ブを通じ利用者ごとに設置さ
れた電子私書箱（仮称）ポータ
ルにアクセスすることによっ
て、複数の公的セクタ、民間
の情報保有機関が保有する自
己の情報を一元的に入手閲覧
することができる。また取得
した情報は長期間保管するこ
とができることで情報活用の
しやすさを高めることができ
る。
　この電子私書箱（仮称）構想でも
サービス横断的に自らの情報を集
められるメリットが強調されてお
り、そのためにも国民 ID番号の導
入は不可欠である。かつて住民基
本台帳ネットワークシステムにつ
いて、「『国民総背番号制』に相当し
プライバシーを侵害するものだ」な
どとの反対運動が起きた。しかし
デジタル時代にIDで個人を識別す
るのは不可避であって、これに反
対していては効率的な行政手続き
はいつまでたっても実現しない。
セクトラルモデルなどの工夫を入
れながら、データ連携を強化して
いくことは必須である。
図表 4　サービスごとに異なる IDを用いるセクトラルモデル
出典：NTTコミュニケーションズ（株）等の資料による21）
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model is to be introduced, it is desirable to develop a 
flexible system where the highest security measures 
are provided for the portion of national ID numbers, 
while giving more priority to information utilization 
in the portion of sub-IDs. It is not wise for information 
providers to claim their information protection 
functions are perfect and for users to seek such 
infallibility. It is socially detrimental to try to develop 
infallible systems. Balance between utilization and 
protection is important.
5-4 Utilization of Private-Sector Expertise
   In the United States, various computer programs 
for preparing income-tax returns and organizing 
information on receipts are on the market. Such 
programs can be easily found by searching for “Tax 
Preparation Software” on the Internet.
   Many programs are competing function-wise on the 
U.S. market. This is because there is a fixed procedure 
(application interface) for sending the data on final 
returns prepared by a computer program to tax 
authorities online. Since administration requires only 
data for administrative procedures, “how to generate 
data” is left to the wisdom of the private sector. This 
is why diversified programs are being distributed on 
the market. The administration has faith in the private 
sector’s ability to create programs.
   Since software houses are aware of the need to 
create easy-to-use programs, it leads to providing a 
user-friendly electronic environment to the people. 
This is far more efficient than the administration 
taking charge from beginning to end and trying to 
grasp the characteristics of users, something the 
administration has never experienced.
   Some say that since American people are in 
principle required to file income-tax returns, the U.S. 
market for such programs is much larger than the 
Japanese counterpart. However, the Japanese market 
is already large enough. In the spring of 2009, 23.69 
million people filed their tax returns.[25]
   The Japanese e-government concept lacks the idea 
of leaving the development of programs to market 
competition. Reflecting the fact that tax accountant 
groups have made several proposals on income tax 
declaration, several programs for e-filing have been 
marketed by software houses. However, they are still 
exceptional. The government should change its way 
of thinking and use the resources of the private sector 
wherever possible, instead of trying to take care of 
everything.
5-5 Establishment of Control Tower Function and 
Preparation of Roadmap
   Since drastically improving e-government inevitably 
requires establishment or revision of laws, it cannot 
be achieved unless the government as a whole tackles 
the issue. The e-government concept proposed by 
the IT Strategy Headquarters in 2001 failed because 
the Headquarters presented only a basic idea and 
left actual operations to each ministry and agency. 
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In order to promote cross-sectional improvement of 
e-government, it requires strong political leadership. 
Therefore, the government should establish an 
office which functions as the promoter of the 
computerization of the whole government and install 
a minister-level chief information officer (CIO) as the 
head of the office. In a private enterprise, a CIO is 
appointed as an official to control information systems 
and information distribution within the organization. 
In the United States, President Barack Obama 
appointed V. Kundral as CIO in charge of overseeing 
information-related strategy and budget of the 
federal government. The Japanese government CIO 
should take responsibility not only for the electronic 
application which was described in this report, but 
also for all other matters, including government 
information disclosure and coordination with local 
governments. The CIO should also be responsible 
for providing incentives to ministries and agencies in 
order to enlist their positive cooperation.
   As described in “2-2 Evaluation by E-Government 
Evaluation Committee,” the e-government evaluation 
committee has been calling for the establishment 
of an effective government CIO. It is an appropriate 
proposal.
   The process of drastic improvement led by 
government CIO should start with abolishing less 
frequently used electronic application systems. At 
the same time, an e-government basic act should be 
drafted and enacted before going through the process 
displayed in Figure 6.
   It is necessary to revise all laws to adapt them to 
e-government based on the e-government basic act. 
In the process, it is also necessary to revise local 
government laws with the aim of promoting electronic 
linkage.
   It takes time to revise laws. In the meantime, it is 
appropriate to develop common infrastructures for a 
new e-government. The common infrastructures here 
mean common technology components that are widely 
used in e-government, such as electronic private 
mail boxes (ID infrastructure) based on national ID 
numbers, authentification infrastructure compatible 
with diverse security levels, including those easier 
to use than an electronic signature, and data linkage 
infrastructure for communications among ministries 
and agencies and with local e-governments.
   The knowledge and expertise of the private sector 
can be utilized for part of the development of the 
authentication infrastructure. In the United States, the 
Identity, Credential and Access Management (ICAM) 
has been promoting the establishment of a system 
to enable private enterprises engaged in reliable 
authentication business to provide authentication 
services to government institutions.[26] Japan should 
participate in the effort.
   Then, after confirming the effectiveness and 
usability of a new system in a trial run, the system 
will move into full operation. As for the systems that 
should not be abolished outright, they will continue 
to be used after undergoing improvement based 
on the usability and security guidelines. However, 
such investment for improvement should be kept 
to a minimum, as the systems are to be completely 
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revamped after a new e-government is place.
Summary
   We have described that the Japanese e-government 
has many problems and that it is time to revise them 
drastically. We have also described how the revision 
should be promoted. For instance, we have proposed 
establishing an e-government basic act, promoting 
one-stop services and strengthening data linkage 
by utilizing, for instance, a sectoral model, while 
giving due consideration to security, changing the 
people’s consciousness about the protection and 
utilization of information, and promoting the use of 
the resources of the private sector wherever possible 
by the government instead of trying to take care 
of everything. We have also presented a roadmap 
to regenerate the e-government under the strong 
leadership of government CIO.
   The various techniques that we have described 
in this report, such as ergonomics to enhance the 
usability of an e-government, and ID and encryption 
to maintain security, are readily available. The 
fundamental problem is that the government has failed 
to change systems (laws, regulations, organization, 
practice, and perceived notions, etc.) to incorporate 
the benefits of the progress in science and technology. 
In order to make e-government really usable for 
the people, it is necessary to dismantle the existing 
systems, as described in “5-1 Drastic review of 
system,” and “5-5 Establishment of Control Tower 
Function and Preparation of Roadmap.”
   We do not have much time to spend for the drastic 
reform we have described in this report. This is 
because, with the number of government officials 
being slashed every year and baby boomers coming 
to the mandatory retirement age, the government may 
face a shortage of personnel. Therefore, it is necessary 
to speed up the reform so that a great transformation to 
“an electronic-primary, paper-secondary government” 
can be achieved in five years.
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